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A B S T R A C T   

Automated surveillance systems observe the environment utilizing cameras. The observed scenario is then 
analysed using motion detection, crowd behaviour, individual behaviour, interaction between individuals, 
crowds and their surrounding environment. These automatic systems accomplish multitude of tasks which 
include, detection, interpretation, understanding, recording and creating alarms based on the analysis. Till 
recent, studies have achieved enhanced monitoring performance along with avoiding possible human failures by 
manipulation of different features of these systems. This paper presents a comprehensive review of such video 
surveillance systems as well as the components used with them. The description of the architectures used is 
presented which follows the most required analyses in these systems. For the bigger picture and wholesome view 
of the system, existing surveillance systems were compared in terms of characteristics, advantages, and diffi-
culties which are tabulated in this paper. Adding to this, future trends are discussed which charts a path into the 
upcoming research directions.   

1. Introduction 

In the past twenty years, the world has witnessed a development in 
the different socio-economic sectors due to which life has become more 
complex in different aspects including the safety and the security of 
individuals. Thus, the need to be secured and monitored has become a 
necessity. As a result, surveillance cameras installed in public and pri-
vate areas are a suitable solution for reassuring safety. Generally, human 
resources are dedicated to observing these cameras 24 h a day, which 
makes continuous monitoring very expensive. Thence, an automated 
system to monitor events in the different locations that use surveillance 
cameras is highly needed. The creation of an automatic system for video 
surveillance is a feasible solution. The main role of such an automatic 
system is to support the human operator in order to perform different 
monitoring tasks [1]. These tasks could be related to different applica-
tions, such as traffic control, accident prediction, crime prevention, 
motion detection, and homeland security. Other applications can be 
added pertaining to monitoring indoor and outdoor scenes like airports, 
train stations, parking lots, highways, stores, shopping malls and offices. 
Several features might be added to enhance the monitoring performance 
and to eliminate possible human failures. 

The need for monitoring public and private areas is gaining more 
popularity nowadays due to persisting security reasons. This awakens 
the need of surveillance systems. A better security system that provides 
automatic analysis of the data provided by surveillance with less human 

operations is gaining more and more demand. Tremendous progress has 
already been made in this area of research. The typical scalar informa-
tion cannot be applied in various applications like video surveillance 
and traffic monitoring. With the development of technology, the use of 
image sensors in wireless sensor networking has led to a good 
improvement in the field of Video Sensor Networks (VSNs). Image 
sensors connected to these networks can capture a wide amount of video 
information [2]. VSNs consist of cameras that capture the multimedia 
data from the monitoring area. It can support many applications 
including video surveillance systems, virtual reality, personal care, etc. 
They offer new opportunities for many promising applications 
compared to scalar sensor networks. Also, the devices come with image 
sensors, adequate processing power, and memory. The wireless in-
terfaces are used to communicate between the VSNs devices within the 
network. In all of these applications, VSNs monitoring the scenes that 
require surveillance using many analyses on the recorded data. The most 
important application is surveillance system that requires multiple 
sensors. For example, these sensors can sense for example any moving 
objects and then track them [3].In the field of surveillance research, 
analyzing the information contained in a video is the biggest challenge 
facing the computer vision. Several approaches have been applied in this 
area, particularly for the detection, classification and recognition of 
objects or events, which represents the main tasks of video surveillance 
systems. In order to ensure a good surveillance, these systems need 
better analysis of the data. For the public areas, the system must provide 
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a good understanding of the scenes and analyse the crowd and events in 
it. In order to achieve this, this paper provides a general overview of 
video surveillance systems and their characteristics [4]. A summary of 
existing video surveillance systems describing the architecture and 
functionalities are described here. Analyses related to surveillance is 
presented and future trends of video surveillance systems are discussed. 

The paper is organised as follows, the first section details a summary 
of the existing video surveillance systems in literature. Then, charac-
teristics of a video surveillance system is explored with the next section 
comparing and describing the available categories of video surveillance 
cameras. Finally, a detailed description of analysis of video surveillance 
system is done with the tendencies of this system with prospects into the 
future. 

2. Related works 

A video surveillance system is an action of monitoring the activity in 
public or private scenes using cameras. In the past, the function of a 
basic video surveillance system was to make the acquisition through one 
or many cameras and then transmuting the signal to be displayed by a 
monitor and/or recorded in a central location. Nowadays, the devel-
opment of video surveillance systems have enabled the automation of 
analysis of the acquired data. The video surveillance systems are 
implemented to ensure security by reacting and predicting to all the 
possible events in the scene [9,10]. 

However, these systems are still not accurate for the real-time re-
actions that may also be delayed. In addition, the environmental 
changes present a limitation for any system. These challenges present 
the difficulties of video surveillance systems. The processing of the data 
using several proposed algorithms may help to avoid these problems by 
analyzing and understanding the recorded videos. Among these, ana-
lyses that are related to video surveillance are motion detection, 
tracking, events, and anomalous detection in the scenes, crowd 
behavior, face recognition, and object classification, which allows 
extracting information in order to support the management of emer-
gencies and ensure people safety. 

The video surveillance in a private scene (workspace) have no 
improvement in literature and still works with the basic systems [5]. The 
reason is that the surveillance in the workspace is just for counting 
workers, quantifying the risks and assessing the safety [6]. For that, 
McGlothlin et al. [7] used video technologies to assess the measure of 
probable risks and the work done by the employers. In [8], the authors 
proposed the use of video technology in order to evaluate the relation-
ship between injury and behavior of football players. 

In the public scenes, the presence of video surveillance systems is to 
predict the event with the goal to avoid and stop any risk, for example, 
prevent accidents rather than waiting for it to happen. For that, McSwen 
et al., proposed a method to minimize the chances of accidents using 
behavior-based safety methods (BBS) [11]. In addition, Shriffad et al., 
tried to reduce the frequency of risky behaviors [12]. Behavior recog-
nition approaches are used to improve performance workers [13]. For 
that, video sequences are the best solution and an effective source of 
information to improve the performance of workers inside factories in 
terms of safety by giving the possibility to observe situations frequently; 
record and review the important periods. Also, video clips give to the 
employers ways to improve their tasks with security and to show to them 
the behaviors and the riskiest acts. 

In the field of security, defense and anti-terrorism, some authors 
proposed a double-mode surveillance system based on both audio and 
video information [14,15]. The development of this system required a 
pan-tilt-zoom (PTZ) camera for capturing video of the human body. In 
addition, a Laser Doppler Vibrometer (LDV) [16,17] is used to acquire 
remote audio by detecting the vibration of the objects. To control the 
orientation of LDV, the system needs a theodolite. The advantage of this 
system is that it extracts both visual and audio features, which can 
ensure a good detection of any threats. As the audio may also contain a 

lot of information about a possible event, that can hurt people. However, 
almost all video surveillance systems used just visualization part of the 
observed scenes [18,19]. But, the visual-based systems are sensitive to 
environmental changes and noise caused data transmission. 

Data transmission is one of the limitations of video surveillance 
systems. For that, Lubobyaa et al. proposed an architecture of video 
surveillance system based on throughput characteristics using WiMAX 
(AW) and Hybrid WIFI-WiMAX (HWW) systems [18,20]. The AW system 
connect WiMAX IP cameras direclty to the stations. The HWW system 
use WIFI IP camera connected to Customer Premises Equipment (CPE) 
that is also linked to the base station [21,22]. The remote visualization 
has been made using the Internet while the local visualization consists of 
connecting PCs with CPE. For the transmission of data, it can be made 
while using Ethernet cables or via the wireless interface. This is after the 
acquisition (using WiMAX or WIFI IP camera) and the conversion of this 
data in digital signals. The strong point of these systems is their ability to 
provide a remote transmission of the data even if the camera located up 
to many kilometers away from the station. However, the wireless mesh 
WiMAX networks and the antenna alignment with the base station 
represent the limitations of this system. 

Recently some authors have tried to built and implement an unfixed 
video surveillance system [23]. Using the protocol RTP, the system 
transmits the data via wireless network. The loss and the disorder of data 
can be a problem of this new technique. For that, the authors use 
FFmpeg library for the storage and visualization of the videos. An 
unfixed system can be useful in many situations to ensure security. 
However, the difficulty is the transmission of data when the network is 
unstable. 

The urban areas are full of people and objects, which represent a 
challenge in term of security, traffic, terrorist threats as well as the smart 
management of urban dynamics. In order to record and process the data, 
the servers are the traditional infrastructure in the video surveillance 
systems. These surveillance systems produce a huge amount of data that 
need to be stored. After that, an analysis is applied to this data in order to 
ensure safety by detecting events. Based on cloud computing some au-
thors proposed a solution to collect, optimize this data with the goal to 
transmit it and store it in a cloud storage system in an efficient and 
secure way [24]. In [25], Chen et al. proposed a system for video sur-
veillance of urban area using Internet and Internet of things (IoT), which 
is appropriate proposition, to make urban surveillance and smart cities 
achievable. A system based on Fog computing composed of three layers 
is proposed [26]. The first layer is the surveillance layer. The second is 
the Fog computing layer that uses many on-site smart devices. The Cloud 
Computing layer that contains many servers is the third layer. In the 
same goal, the drones are used to capture the surveillance data before 
transmitting it to users that transmit again to cloud servers. Using Cloud 
computing the system can be effective for the processing of big data, but 
the communication time cannot be used for the critical mission that 
needs real-time analysis and immediate decision. 

Using and managing a large-scale video surveillance systems are the 
most challenging aspects of the security systems. Especially when a 
failure in one of the components of the system (Camera, Network or 
Cloud) occurs. The video data can be useless when it is not real-time and 
interpreted in a short time. A few methods in literature handle the 
useless data. Sen et al., proposed a system that consists of a video use-
fulness detection (VU) based on Cloud computing and edge computing 
[27]. The proposed model is developed to identify and locate the failure 
of the component state of the system and to minimize the time needed to 
fix it. Then, the video data will not be uploaded to cloud. Consequently, 
the burden on the bandwidth of network is reduced and the storage in 
the cloud is enhanced. 

Video surveillance systems with Real-time video analysis gives a 
promising view. In order to analyze the video stream and provide the 
result, the data should be uploaded to the cloud but it can cost energy 
and time, given energy-limited cameras and network bandwidth. Zhang 
et al., attempted to optimize the energy by distributing the workload 
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computing in the cloud and edges nodes (AVAPS) [28]. Useless data will 
be eliminated for transmission in the goal to save edge devices’ energy. 
In AVAPS system, video transmitted between cameras (edge’s nodes) 
and the cloud using clips (other than the original ones). This, helps to 
reduce the amount of data and energy when transmitting. In the same 
context, Du et al., proposed a solution to create a dynamic virtual reality 
surveillance video using web-technology [29]. This technique helps to 
identify all possible situations in a monitored area, also to predict most 
events that can happen in the scene. Nevertheless, the choice of tech-
nical parameters, related to each scene, depends on the environmental 
characteristics and the used devices. Inspired by the development in 
different domains, the video surveillance systems are undergoing 
continuous development in term of the devices used and the analysis 
done, especially with the use of machine learning and deep learning 
algorithm. 

3. Video surveillance:general description 

The past two decades have been a witness to a tremendous growth of 
audio–video information in several environments. In addition, the in-
crease in population and the terrorist attacks at the onset of this century 
and the increase of criminal activities, many surveillance cameras in the 
cities were deployed [1]. Consequently, a remarkable interest has been 
recorded in the scientific and artificial vision. Nowadays, video sur-
veillance covers the entire cities using millions of cameras. Furthermore, 
many surveillance techniques are being employed to ensure security and 
manage the society [2,3]. By the development of internet, everything is 
collected, recorded and analyzed, and the privacy of people under sur-
veillance have become threatened [4]. Moreover, video surveillance 
security demands have increased recently with that the technologies 
assisting the advancement in the architecture and the analysis of them. 
Fig. 1 represent the parts of a video surveillance architecture including 
the architecture components such as sensors, servers and the network 
types. The analysis part of a system is the processing algorithms that can 
help to ensure a good surveillance. In all these areas, the devices in the 
architecture are considered as the eye of the system and the analytics 
represent the brain of the system. However, this development reduces 
the margin of privacy of people that should be protected [30]. 

The video surveillance systems are employed in airports, streets,and 
private areas, supporting the security operators, signaling anomalous 
events, or interdicted areas access. Automated systems, guarantee the 
security and give support to the different sectors such as traffic flow 
measurement, surveil the pedestrian congestion, detect accidents on 
highways, count endangered species controlling national borders, 
ensuring the flow of refugees in troubled areas, monitoring peace 
treaties and providing secure perimeters around bases. Fig. 2. illustrates 
all the sectors that require a surveillance including residential areas, 
industrial locations, stadiums, airports, streets and high ways. The use of 
cameras represents a good, cheap and practical solution for all sectors. 
However, the employment of the human resources to manage these 
techniques is still expensive. Although surveillance cameras are already 
installed everywhere, video data is used in most cases just for checking 

the data after an incident, so it is not used in real-time. 
Every day there are thousands of cameras collecting a huge amount 

of data. Scientists try to implement an automated system to extract in-
formation from this data. The scene structures coming from one camera 
is limited because it does not show the area for its entirety. In order to 
surveil an extended section, like tracking a vehicle running in a city’s 
road or analyzing global activities taking place at a major station, it is 
necessary to use a video stream from multiple cameras. Many intelligent 
multi-camera video surveillance systems have been developed for this 
purpose [31,32]. It is a multidisciplinary field related to image sensors, 
computer vision, pattern recognition, communication and signal pro-
cessing. Fig. 3. represents the field of view of multi-camera for a video 
surveillance system [33,34]. These cameras can collaborate to provide a 
good surveillance. Also it helps for multiple analyses that require 
tracking moving objects around many surveilled areas. The need here is 
a monitoring system that operates continuously for surveillance in order 
to alert the security officers when there is still time to prevent the crime. 
The main problems faced by these monitoring systems are: the collection 
of data from all surveilled areas that need to be secured. Therefore, the 
problem is how to collect this data in the event time, sequentially, and 
without losing information which is related to the architecture and the 
device used in this system. The other challenge of any surveilance sys-
tem is the analysis of the collected data (software problem). In the next 
sections, the proposed solutions in each part of a surveillance system will 
be presented. 

4. Architectures 

For the purpose of scene control, many technologies were used in the 
past. Active sensors such as sonar, laser and radar were used [35–37]. 
The first-class sensors, project the light onto the stage and view it using a 
camera. Then they measure the sensors that emit and receive a laser 
beam by measuring the phase difference, the flight time or the depth of 
frequency change. These are the most used techniques in robotics ap-
plications. Presently, the monitoring and the control of scenes utilize 
video streaming techniques. The videos captured by multiple cameras 
that connected to a centralized system. All these connected components 
with some analyses that can be installed in this system compose a video 
surveillance system. 

Fig. 4 describe the functionalities of a video surveillance system by 
the definition of each part. The acquisition allows the acquisition of 
images using more or less sophisticated cameras. Some situations lead to 
using cameras with specifications very special (waterproof, wide-angle, 
IR, etc …). The switching/processing part allows ”dispatching” of video 
signals to recording and visualization functions. It also makes it possible 
to perform a treatment on the video (Brightness/contrast, motion 
detection, clutter emergency exit, etc …). The recording of the videos is 
mainly done digitally. PTZ control allows control of the position of 
cameras with the functionality PTZ (Pan-tilt-zoom). 

The function of a Video surveillance system is the action of moni-
toring the activity in a public scene or private using a camera. Before, the 
function of a basic video surveillance system is to take the acquisition 

Fig. 1. Video surveillance system components and functionalities.  
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through one or many cameras, and then transmuting the signal to be 
displayed by a monitor and/or recorded in a central location. Nowadays, 
the video surveillance systems have been developed and enabled to 
analyze automatically the monitored scenes.The interaction between 
system edges is complex due the use of different equipment’s and 
models. To solve this problem, many methods have been proposed. They 
try to connect the equipment (cameras) and collect the information 
using different architectures. The connection between the main station 
and the devices can categorized into three types analog, digital and 
network. 

Analog surveillance system: Over the last 20 years, the surveil-
lance systems used analog technology [39]. Analog signal processing 
technology is the basis model for image transmission, exchange, and 
recording using a short-distance coaxial cable and a long-distance 
transceiver optical fiber [40]. Image restoration is one of the 

advantages of this system type, while the main drawback is represented 
in limited transmission distance, complex engineering cabling, and the 
application that can be inflexible. Fig. 5 represents the analog-based 
system components from the acquisition to the storage, going through 
the visualization, switching, and processing. 

Digital surveillance system: The analog system is the source of 
introduction of digital video recorders (DVR). In this stage, the computer 
network transmission system transmits the digital image files [41]. The 
cameras are connected to the video server via IP network so that, the 
transmission is made using existing computer LAN even Internet [42]. 
Using a computer terminal network, controlling the camera and zoom-
ing a part of the scene can be achieved, whereas the traditional systems, 
transformed into distributed ones. The difference between the analog 
video surveillance and digital video surveillance is at the aspects of 
signal transmission, control, and storage. Using the efficient video 

Fig. 2. Video surveillance application sectors. (a) Airports. (b) Industrial areas. (c) Residential areas. (d) Sport stadium. (e) Commercial centers.  

Fig. 3. Field of view of Multi-cameras.  
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encoding such as MPEG-4 and H264, in digital video surveillance sys-
tems, image monitoring could be performed with a remote transmission 
in all existing digital transmission networks and with low bandwidth. 
Also, digital video surveillance ensures security, and remote trans-
mission makes the applications more flexible. Unlike the analog video 
surveillance, digital video surveillance mainly accounts on signal pro-
cessing innovations. Fig. 6 describes the architecture of a digital video 
surveillance system with a representation of all component of this sys-
tem including cameras, servers, and the connection via an IP network. 

Network surveillance system: The network system is based on 
digital signal processing and involves network cameras or IP cameras 
which is a type of digital video camera [43]. The system can connect as 
many IP cameras as needed directly to the IP network [44]. Networking 
technique is used to realize signal transmission, exchange, control and 
video storage. It can, also, perform a centralized control and manage-
ment on all the devices (cameras,sensors). Fig. 7 represents the archi-
tecture of a network video surveillance system with all devices and the 
connection method between them. 

Wireless Sensor Networks (WSNs): Network video monitoring 
based on network architecture improve the standardization of digital 
video surveillance and the integration part. Using the wireless sensor 
networks (WSNs), the video surveillance systems become more devel-
oped and handle many problems on this topic. In Wireless Sensor Net-
works (WSNs), sensor networks are highly distributed networks, 
lightweight wireless node, deployed in large numbers to monitor the 
environment [45]. In addition, sensor nodes gather information in 
diverse settings and send information to base stations. But, they have 
limited resources while the base station has more computational energy 
and communication resources. The base station thus acts as the gateway 
between sensor nodes and the end users. The individual nodes in a WSN 
are inherently resource constrained [46]. 

The WSNs are built of nodes. Each node connects to one or several 

sensors. These sensors monitor physical or environmental conditions, 
such as temperature, sound, pressure, etc. They are capable of taking the 
reading and passing their data through the network to a main or central 
location. They are self-configured and infrastructure-less wireless net-
works. There are two types of wireless networks, unstructured wireless 
networks and Structure wireless networks. The structure of a WSN in-
cludes various topologies like star, tree and mesh. Star topology is a 
communication topology, where each node connects directly to a 
gateway. In tree topologies, each node connects to a node that is placed 
higher in the tree, and then to the gateway. The Mesh topologies allow 
transmission of data from one node to another, which is within its radio 
transmission range. 

In case of traditional wireless sensors networks, the sensor nodes 
collect information about simple environment data such as temperature, 
pressure, humidity, etc. around them. The simple data which are ac-
quired by traditional sensor network provide low information which is 
inadequate for environmental monitoring. This compels a development 
of sensor networks with nodes equipped with very low power cameras. 
These camera-nodes have the ability to capture images of observed 
areas. This technology provides exact information for environmental 
monitoring. Wireless Multimedia Sensor Networks (WMSNs)) or 
Wireless Video-based Sensor Networks can be deployed quickly and 
provide accurate and real-time visual data. Also, can provide more detail 
and precise information while reducing the cost. WMSN consists of a set 
of sensing nodes, called video nodes which are equipped with video 
cameras and transceivers. Wireless sensors that gather scalar, as well as 
audio-visual data, are used in various applications including health-care 
monitoring monitor public events, private properties, and borders. They 
can be used to enhance and complement existing surveillance systems 
against crime and terrorist attacks [47]. A Video Sensor Network is a 
distributed system of a large number of camera nodes. The image data 
are captured and processed by the randomly distributed camera nodes. 
The nodes can extract relevant information, collaborate with other 
cameras and provide the user with relevant information about the 
captured scene. WMSNs have captured researchers attention in the past 
few years [48]. WMSNs have been proposed to enable tracking and 
monitoring of events in the form of multimedia, such as imaging, video, 
and audio. These networks consist of low-cost sensor nodes equipped 
with microphones and cameras [49,50]. These nodes are interconnected 
with each other over a wireless connection for data compression, data 
retrieval and correlation. The availability of low-cost cameras and audio 
sensors has led to the development of Wireless Multimedia Sensor 

Fig. 4. Video surveillance system functionalities.  

Fig. 5. Example of an analog video surveillance system.  
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Networks. This has enhanced the traditional wireless sensor networks. 

5. Surveillance cameras 

Using internet and computer network, IP Cameras can receive and 
send data. Centralized IP cameras and Decentralized IP cameras are two 
types of IP cameras. The main difference is that the first one needs a 
central Network Video Recorder (NVR) to record data, and the second 
one can directly record data to the storage media. An administrator has 
the ability to monitor multiple cameras from one remote location. 
Another feature is that the quality of the video does not diminish 
compared to Pan-tilt-zoom (PTZ) features. PTZ cameras can provide 
great details when zooming even in a wide area coverage. EPTZ or vir-
tual pan-tilt-zoom is an other type of cameras [44]. These cameras are 
used in surveillance, video conferencing and used to produce recordings 
for surveillance purposes. They can be either video cameras or digital 
stills cameras. CCTV can record the video of the place being monitored 
and can be reviewed later. IP cameras capture a wider field of view than 
analog cameras. This technique comes with good benefits: (1) video 
access flexibility, (2) local and remote access support, (3) easy instal-
lation of the cameras to the network and (4) affordable wireless cabling 
for cameras. By connecting to the central platform using a network, the 

user can use the monitoring resources. 
Video surveillance cameras can be installed either for viewing public 

scenes such as train stations, or for private areas such as houses. These 
monitored areas can determine the type of cameras that can be used. For 
example, outdoor cameras are equipped with a cap to protect them from 
environmental factors. Cameras can be classified into two categories: 
simple cameras and night vision cameras.The first category operates in 
daylight when the space is lit up, the second category operates day and 
night, thus taking into consideration the illumination conditions. The 
cameras can further be distinguished according to the resolution crite-
rion i.e. when the resolution exceeds 700 p it is indeed a HD camera 
which has a very high resolution that allows to film more details. The 
connection system and the recorder are among the characteristics to be 
taken into account when choosing cameras. Cameras can be connected 
to the recorder either by a cable (Analog Camera) or through wireless 
networks (IP Camera) [51]. The last one, is a surveillance camera that 
uses the internet to allow the transmission of captured images. The main 
advantage of this type is that it allows to monitor their installations 
anywhere, as long as they are connected to the Internet or a wireless 
network. The following describes some types of video surveillance 
camera. The first category is the fixed IP camera, unlike the motorized 
camera, the fixed IP camera only monitors one particular location. The 

Fig. 6. Example of a digital video surveillance system.  

Fig. 7. Example of a network video surveillance system.  
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motorized dome IP camera can be installed anywhere especially on a 
wall or ceiling. Their particularity is that it can be remotely controlled. 
They benefit, not only zooming, but also rotate 360 degrees, which can 
be convenient for sweeping around. 

Another type of video surveillance cameras are the PTZ IP camera 
and PTZ dome, allows horizontal movements as well as zooms. a use 
case would be that the mobility provides possibility to follow a suspi-
cious person.The PTZ dome camera allows to monitor the scene by 
moving on a 360-degree angle. The vandal-proof IP camera, as their 
name suggests is designed to withstand external aggression, such as 
vandalism and tear-off attempts. They have special surfaces that resist 
breakage and impact. This can be most appropriate to protect valuable 
places. The last type is infrared IP camera, this monitoring device makes 
it possible to film the elements in the most absolute darkness with a 
precision of up to 30 meters. The infrared camera is convenient for 
shooting at night and protecting against thieves and burglaries. 

In order to improve the quality of acquisition and handle the envi-
ronment changes, many companies are increasingly inclined to invest in 
a surveillance camera. However, there are different types of surveillance 
IP cameras. Fig. 8 represents the existing types of IP cameras including 
outdoor, indoor and PTZ cameras. Each camera having a different 
technical aspect [52]. Thus, a PTZ camera will not be used in the same 
way or for the same purpose with respect to a dome camera. Table 1 
represents many categories of cameras with technical characteristics. 

With the development of machine learning algorithms, it has been 
developed in terms of accuracy and computational time of video sur-
veillance tasks. Such that some intelligent cameras have been built for 
computer vision tasks face recognition and object detection, that need 
real-time implementation. These cameras are already commercialized 
and available in the markets. 

The growth of video and image analysis using machine and deep 
learning algorithms make the cameras more developed and can contain 
many tools and features that make the monitoring performance more 
robust. Recently some cameras can recognize the face of the staff at the 
entrance of an office. Hence, without human-made check-in, the staff 
will be automatically checked in the entrance. This technique is 
becoming popular support for theft prevention in the markets, automate 
airport check-ins, and wanted criminal capturing. 

Using deep learning algorithms for face analysis, the camera can 
provide an identity verification with high accuracy. Exploring the stored 
dataset of the faces, the camera with face analysis can recognize the face 
using the percentage of the best match. In addition to surveillance 
purposes, intelligent cameras with face analysis are used in many 
commercial applications including banks, healthcare, and IT services. 
For bank services, many banks in China and France have begun with 
training the system for use of facial recognition in ATM services. Instead 
of using a debit card to withdraw the money, face recognition will allow 
carrying out any bank services using ATM 1 2 3. 

Despite the developments in this area, there are some limitations of 
these cameras that are similar to the face recognition limitations, such as 
lighting changes, hairstyles change and the face with glasses. 

In the last years, intelligent transportation systems gained special 
attention. Also, the increase of vehicles circulating over cities led to the 
necessity of a system that can ensure safety in roads [53]. These systems 
are addressed to analyze the extracted data from CCTV videos and 
monitor the vehicles and the driver’s behaviors [54]. For that, some 
computer vision algorithms are added to the cameras including the 
detection of target objects. These intelligent cameras provide useful 
information, like speed and identify the occupants. For the same 

purpose, some companies developed a camera that can detect the 
vehicle license plate using an optimized object detector algorithm. The 
detection is the first step for recognition and tracking of the detected 
vehicle by other cameras 4. However,such technologies need to enable 
surveillance in challenging lighting conditions where other object 
detection methods often fail. 

6. Video surveillance Analyses 

Among the principal tasks of an automated surveillance system is to 
observe the surveilled environment using cameras, detect, and qualify 
easily the observed scenario and then raise alarms. The task can be, 
motion detection, objects tracking [55,56], objects detection, individual 
interactions and behaviors, person re-identification [57–59], crowd 
detection and management [60], etc. Fig. 9 represents the computer 
vision task related to video surveillance system. There are many other 
tasks than the quoted ones, because in an intelligent system we can add 
functionalities to obtain a good performance [61]. In this field and 
especially when a surveilled area that is crowded, we can extract a lot of 
information that can be useful for security of people, but this extraction 
can be difficult when the scene is complex. In addition, objects recog-
nition and tracking pose a problem mostly in the environment with 
complex scenes and this is the main difficulty in computer vision for all 
the tasks. (see Fig. 10). 

6.1. Challenges 

The Analysis and the interpretation of a surveilled area is not a trivial 
problem for many reasons. First, the problem of determining the object 
of interest is very dependent on the application [62]. For example, 
people are objects of interest in video surveillance applications while in 
a traffic monitoring application on roads, people do not provide useful 
information. In addition, there are many problems due to the variability 
of the scene: the size of the objects varies from one object to another in 
the same frame (for example a van and a person), objects have different 
colors and the colors can be similar to the background leading to ”hid-
den objects”, the speeds of the objects are very variable, a block can 
contain more than one object of interest, etc. All of these analyses has a 
set of constraints that can be the source of the bad results which can 
produce false alarm [63]. By the following table (Table 3), we will 
mention some classic problems that appear in the almost all analyses for 
video surveillance systems. 

The analysis in a video sequence is a very important line of research; 
it has been the subject of several works over the last twenty years. This 
analysis extracts important information for using it in detection, esti-
mation, tracking or recognition. In addition, motion analysis assists 
several applications in various fields: television, surveillance, robotics, 
etc. The importance and diversity of work in this context is the subject of 
a lot of methods in the literature. In this section, most important tasks of 
video surveillance system are described. 

6.2. Camera calibration 

Collecting and integrating data from a multi-camera system is an 
important task in computer vision, spatially for video surveillance sys-
tems. In these systems, cameras do not have a common field of view 
(FOV). The integration of these data is made using camera calibration 
techniques that is a very challenging task. Camera calibration differs 
from one method to another based on the problem required to be solved 
[64]. Hence the accuracy of calibration methods represents a challenge 
[65]. Several methods have been proposed for this purpose and can be 
found in the literature. 

The projection transformation between cameras represents a critical 
1 https://www.atmmarketplace.com/press-releases/what-is-face-detection- 

and-how-can-banks-use-it-to-protect-atms/  
2 https://www.nec.com/en/press/201909/global_20190912_01.html  
3 https://www.finextra.com/newsarticle/33388/caixabank-rolls-out-facial- 

recognition-at-the-atm 4 https://fitoptivis.eu/smart-camera-with-embedded-object-detection/ 
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case for calibration task [66]. This problem can be handled by adjusting 
certain parameters [67]. In order to find the best estimation, the existing 
camera calibration methods can be classified into 8 categories. In 
Table 2, the description of each category is presented as well as a set of 
methods of each category. For the trajectory-based methods, the trans-
formations remain unchanged independently of the movement of the 
camera [68–71]. The trajectories of camera movements are estimated 
during the capture of the image sequences. Using these trajectories all 
methods compute the extrinsic camera parameters. The Slam-based 
methods used the improvement of SLAM techniques to estimate the 
extrinsic parameters [72–75]. 3D reconstruction techniques of a scene 
are also used to learn the pattern of calibration. In addition, 3D 

geometry registration formed for each camera is exploited to obtain the 
transformation between cameras. In order to reflect the calibration 
pattern to all cameras, a mirror-based method is used. The mirror fa-
cilitates this reflection and also makes the transformation estimation 
between cameras [76–78]. The mirror pose can be estimated easily 
when the calibration pattern and the camera are also fixed. In addition, 
computing the transformation between the camera and the pattern can 
help to obtain the poses between cameras. 

Tracking-based methods try to cooperate between different cameras 
to track the objects moving in the scenes [79,80]. These types of 
methods are good for surveillance systems that use multiple cameras 
connected to a network. The poses of the cameras are estimated using 

Fig. 8. Video surveillance cameras. (a) Fixed camera. (b) PTZ external camera. (c) PTZ internal camera. (d) Bullet camera. (e) Dome camera. (f) Turret camera.  

Table 1 
Characteristics of video surveillance cameras.  

Type Resolution Zoom Environment Audio/ 
Video 

Day/ 
Night 

Advantage Inconvenient 

PTZ 2MP       
720 × 1080P ×10-×8 Indoor      
Outdoor Audio       
video Day Cover a large area      
Ability to rotate        
Tilt and zoom Affected by low light       
Bullet 4MP       
2560 × 1440P Not allowed indoors      
outdoors Audio       
video Day       
Night No glare from overhead light due to 

superior overflow 
Capture images at a given 
location      

Dome 5MP       
3072 × 1728P ×4 Indoor      
outdoor(limited) Audio       
video Day Resistant to dust, cobwebs, 

and vandalism. 
Easily seen and 
recognized     

Turret 4MP       
1920 × 1080P Not allowed Indoor      
outdoor Audio       
video Day       
Night -Better infrared treatment than a 

dome camera       
-Precision of the 

angle of view 
Easily vandalized        
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the prediction of motion between cameras. The most common case in 
camera calibration is the calibration of a stereo camera that requires an 
estimation of extrinsic parameters. The field of view (FOV) is common 
for cameras stereo [81–83]. Thus, the extrinsic parameters can be esti-
mated using objects and markers in the same FOV. Theodolites, laser 
trackers, and laser rangefinder are the most common techniques used for 
methods based on large-range measuring devices [84–88]. 

For verifying the precision of camera calibration and extracting 
features, the calibration target is used [89–91]. It allows good and easy 
features extraction. Some authors propose calibration method based on 
a compound target consisting of two planar calibration targets that are 
fixed together [92,93]. To calibrate multiple cameras some authors used 
the motion in scene [94–100]. In addition, in order to establish the 
correspondence between different cameras, they track the movement of 

targets in the scene [98,99]. The use of the target motion can handle the 
problem of lack of image correspondence points [100]. Unlike the cited 
techniques, the laser-projection-based method is not sensitive to light, 
has a larger measurement range and widely used for methods of global 
calibration [101–105]. These methods suitable for the calibration pa-
rameters takes into consideration the size of laser pointer, it’s accuracy 
of distance measurement, and the portability. The external parameters 
of the camera can be extracted using a single captured image, if the 
internal parameters of the camera and the spatial coordinates of mul-
tiple feature points are known. In order to obtain the spatial coordinates 
of the feature points, some authors used the technique of 3D reverse 
engineering [106]. Thus, vision-based measurement devices such as 
close-range photogrammetry systems, and hand-held scanners can be 
used for global calibration of non-overlapping cameras [107]. The close- 

Fig. 9. Video analyses for VSS.  

Fig. 10. Computer vison tasks related to VSS. (a) Motion detection. (b) Object detection. (c) Action detection and recognition. (d) Person re-identification. (e) Face 
detection. (f) Face recognition. 
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range photogrammetry, one of the most important methods for 
modeling large-scale 3D objects and scenes, has served as a key solution 
to the extrinsic calibration of camera networks [108]. In the field of 
close-range photogrammetry, it is common to use easily identifiable 
encoded targets for multi-view matching of unordered image sets 
because there are seldom sufficient feature points on the surface of an 
object. 

6.3. Motion detection 

Motion detection is a very important task for many computer vision 
applications especially in video surveillance systems analysis. Its pur-
pose is to extract moving objects at a time t in a video sequence [109]. 
Motion analysis systems that serve to focus attention on the moving 
parts of the scene. Three typical approaches are mainly used for motion 
detection: time difference, background subtraction, and optical flow 
analysis. Most of the motion detection algorithms found in the literature 
are background subtraction methods; they usually follow three steps 
[110]. Firstly, it involves developing a background model of the scene, 
which requires that the camera must be fixed [111]. The second step 
calculates the absolute difference between the current image of the 
sequence and the image of the background, then applies thresholding 

operation to decide if a pixel belongs to the background or to a moving 
object [112,113]. Some authors propose an advanced approach based on 
a counter-propagation artificial neural network to achieve effective 
moving-object detection in such conditions[114]. In prison, most causes 
of death are suicides by hanging[115]. The detection of this behavior 
can help to minimize the suicidal rate and can help the security agents to 
help those attempting suicide, by preventing the act of hanging. In 
[116], the authors proposed a method for suicide-by-hanging detection. 
Using RGB camera the video surveillance system can predict the act and 
start alarming. This method exploits the position of the body to identify 
the behavior of suicide. 

The main difficulties of this approach lie in the fact that, even in 
controlled environments, the background undergoes a continuous 
change, mainly used for the existence of variations of lighting (example: 
passing clouds, tree branches moving with the wind). The robustness of 
scene dimming is achieved by using adaptive background models. 

6.4. Objects classification and recognition 

The various intelligent monitoring applications aim to extract the 
semantics of video to be used in other tasks [117–119]. For that, 
distinction between objects detected is a crucial challenge. Recognizing 
information about an object can help such method to improve the ac-
curacy [117]. The classification of moving objects is the second step 
after the detection, which also can be the preliminary process to track 
these detected objects. The captured videos may contain different types 
of objects such as plants, people, vehicles, animals and natural phe-
nomena. The classification can be used in the counting and recognition 
of objects via categories (people, animals, vehicles). Therefore, the 
classification is a semantic categorization of objects using features. 
However, the surveillance applications focus usually on humans and 
vehicles. In addition, its require a identification system that can be 
inexpensive in computation, effective on small targets, and invariant to 
illumination changes [118]. 

Classification methods generally fall into two distinct sub-issues: 
supervised, also known as discriminant analysis, and unsupervised 
classification, also known as automatic [119]. The first approaches, 
algorithmic, heuristic or geometric based essentially on the dissimilarity 
between the objects to be classified [120]. The more recent statistical 
approach is based on probabilistic models that formalize the idea of 
class. This approach also makes it possible to interpret the classification 
obtained statistically. On the other hand, since data acquisition pro-
cesses have also progressed rapidly, the size of the data to be studied has 
become very large. Today’s scientific world provides data that are every 
day more numerous and larger [121]. 

The proposed methods satisfy most requirements by implementing a 
classification system that categorizes detected objects into predefined 

Table 2 
Video Analysis problems.  

Problem Description 

Waving tree Due to the motion of some parts of the image that are not 
interesting. Typical examples are the leaves of trees or 
power lines that move with the wind. 

External or internal 
environment 

The object detection phase is influenced by the 
phenomenon of sudden change (change of light) or 
gradual illumination. These changes change the 
appearance of the background. 

Camouflage Occurs when certain objects of interest have their 
appearance (e.g. color components) similar to the 
background. 

Opening foreground Occurs when the homogeneous color object moves, 
changes in the inner pixels cannot be detected. Thus, the 
entire object may not appear as foreground. The effect of 
this problem is that slow moving objects are not 
recognized or very few pixels of objects are recognized. 

Static objects When an object becomes immobile, it must be considered 
as part of the background because it is not yet an object of 
interest. Such an object, which is still recognized as an 
object of interest in motion by the detection step, causes 
problems. 

Shadow Especially in external environments, it is likely that the 
shadow of an object is considered by the detection 
algorithm to be part of the object because its intensity is 
usually different from the corresponding area of the 
image of the object reference.  

Table 3 
Comparison of camera calibration methods.  

Category Methods Advantage Inconvenient 

Trajectory [68–71] High accuracy with normal scenes Accuracy can be affected by the camera-motion estimation. 
Can suffer from degenerated cases 

SLAM [72–75] Does not suffer from degenerate cases. Combining with trajectory- 
based method can give a high accuracy 

Scenes must be initialized first. 

Mirror [76–78] Not Expensive, tight space. Low Accuracy, measuring range is small 
Tracking [79,80] Easy relative poses calibration of a large camera network. Low accuracy 
Marker [69,81–83] High accuracy, simple implementation. Sensitive to noise 
Large-range measuring 

devices 
[84–88] High accuracy, large work range Expensive, bulky, inconvenient to move 

Large-scale calibration 
targets 

[89–93] Low cost, good flexibility Algorithms used are complex, cumulative error 

Motion model [94–98]  
[99,100] 

Measuring range is large, expensive equipment is not required low accuracy, influenced by the state of motion 

Laser projection [101–105] Tight space, large measuring range Risks of human eye security 
Visual measuring 

instruments 
[106–108] High accuracy Flexibility cost is not low due to the need to purchase 

commercial equipment  
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groups of human groups, vehicles using image-based features. For that, 
many research papers have been made in this field. Najva et al. proposed 
a new method to detect and classify the moving objects combining SIFT 
and Tensor features using Deep Neural Network (DNN)[122]. The SIFT 
algorithm is used to handle the illumination and rotational changes. In 
[123], the authors propose an edge-preserving-based collaborative 
representation (EPCR) classifier, which overcomes this problem by using 
the edge image estimated by the original full-band hyperspectral image. 
The estimated edge image is used for calculation of the weights of 
neighbors and the final residuals in the collaborative representation 
classifier. The advantage of a multi-scale spatial window is also assessed 
in this work. Fig. 11 represents all categories of methods used in clas-
sification, describing the accuracy, the computational time and 
limitations. 

6.5. Objects tracking 

Visual tracking is one of the richest tracks of motion analysis; it plays 
an important role in numerous computer vision applications such as 
traffic monitoring, motion recognition and video surveillance applica-
tions [124]. Much progress has been done in recent years in visual 
tracking [125–127], but it is still a stimulating problem, even using deep 
learning techniques to construct a robust process covering the most of 
the challenging factors such as occlusion, motion blur, in-plane and out- 
of-plane rotations, illumination variation, scale variation, non-rigid 
object deformation, camera motion, and background clutters, to name 
a few. The purpose of tracking is to determine the spatial and temporal 
information of each target. Since the visual movement of the targets is 
always small in relation to their spatial extent, no position prediction is 
necessary to build the shots [126]. The association of regions and their 
classification is based on a binary association matrix, which is calculated 
by testing the overlap of regions in consecutive images. Whenever there 
is a match, the line is updated. The tracking also interacts with the 
detection. When the object of interest waits in the scene for a while, the 
tracker merges with this object in the background. The purpose of object 
tracking is to match objects or parts of objects in consecutive images and 
extract the information about objects such as trajectory, posture, speed, 

and direction. This is a crucial part of intelligent monitoring systems 
because without object tracking, the system cannot extract temporal 
information about the objects that make the analysis of the behavior 
impossible [127]. On the other hand, the inaccurate segmentation of the 
object is a big problem due to the illumination changes and other 
problems in computer vision. With the development of Deep learning 
techniques, objects tracking method become more accurate in real-time. 

In general, a typical visual object tracking system consists of two 
basic components [128]. The first component is the motion model that 
foresees the likely motion of the tracked target, the second one is the 
observation (or appearance) model, which is considered as the most 
important component because of its crucial role in representing the 
tracked target appearance that it may undergo several issues. Depending 
on the nature of the observation model, visual tracking methods can be 
classified into three categories [129–132]. These categories are pre-
sented and described in Table 4. 

6.6. Human action recognition 

Human action recognition is another specific application of video 
content analysis which aims to recognize activities from a series of ob-
servations on actions of subjects and the surrounded environment and it 
is important for many other applications [133]. However, human action 
recognition is a complex technology due to the difficulty to extract in-
formation about person’s identity and their psychological states. Hence, 
human action recognition has gained the interest of researchers in the 
computer vision area and many approaches have been proposed for the 
aim of developing this technology. To improve the action recognition 
performance, recent works have employed various deep learning models 
[134,135]. Since human actions are extracted from multiple movements 
of human body or parts of it, it is necessary that the recognition process 
should involve video browsing over time to learn the patterns of the 
visual appearance changes [136]. To achieve this, existing deep learning 
models based on 2D convolutional networks can be extended into 3D 
domain to capture the temporal information [137]. For example, the 
authors in [138] use the motion in consecutive frames to extract infor-
mation for action recognition using a two-stream ConvNet architecture 

Fig. 11. Object classification methods.  
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that incorporates both spatial and temporal networks. 

6.7. Face detection and recognition 

The use of faces is important for many applications including sur-
veillance systems, human–machine interaction, and airports. Consid-
ering the face as a unique identification for each human being, the 
summarization via faces detection and then identification can be useful 
to identify the anomalistic behaviour in locations like that of a stadium 
[139]. Further, the detection of the existing face in a scene can help 
manager of the security to identify the person of interest[140]. 

Face recognition has been increasingly studied by computer vision 
community for the last decades. Compared with other popular bio-
metrics such as fingerprint, iris, and retina recognition, face recognition 
has the potential to recognize uncooperative subjects in a non-intrusive 
manner. Therefore, it can be applied to surveillance security, border 
control, forensics, digital entertainment, and so on. Indeed, numerous 
works in face recognition have been reported and significant de-
velopments have been deployed, from successfully identifying criminal 
suspects from surveillance cameras to approaching human-level per-
formance on the popular labeled face in the Wild database. In order to 
handle pose-invariance for face recognition, several CNN-based tech-
niques have been proposed by researchers in the literature. Related to 
this, techniques that handle this variation and his impact for good 
recognition of face are being reviewed. In the past, the authors introduce 
the face with different poses in the training database [141]. Recently, 
automatic learning using trained CNNs allows learning a diverse set pose 
invariance using large datasets. The authors in [142] collect a very large 
dataset of 2.6 million images and propose a CNN model inspired by 
[143]. The authors do not handle the pose-invariance problem, but 
instead they merge different face poses in the training datasets. The 
same idea was adopted in the method proposed in [144] that represents 
a transfer-learning-CNN model for face recognition. In order to make the 
features more compact and discriminative for unconstrained face 
recognition, Zhang et al. [145] proposed two loss functions to supervise 
CNN model. LeNet, CNN-M and ResNet-50 CNN models are used to 
analyze the effectiveness of the proposed approach. For the recognition 
of faces, researchers in [146] attempted to merge two different face 
images from two different sensors, i.e., a normal camera and a thermal 

camera. The purpose was to learn invariant features from the two types 
and produce labels for each. Even the development reached in face 
recognition, but the performance of such method still depend to char-
acteristics stored data as well as the environmental and appearance 
changes. 

6.8. Crowd counting 

For computer vision applications, crowd analysis is a challenging 
task to deal with natural crowd complications[147]. The importance of 
crowd analysis could be seen in a set of applications, including football 
crowd surveillance, concerts etc. that can contain thousands of people 
[148]. Detecting faces, actions and events in the crowded scenes can be 
useful for other computer vision tasks, as well as for people security 
systems. 

Therefore, accurate and reliable detection of people is difficult when 
it is applied to visual analysis due to fewer pixel per target, perspective 
effects, high density with heavy occlusion, a different variation of poses, 
variable appearance, strange clothing and different camera orientations. 
The high-density crowd may lead to fallacious classification of a person 
which results in false detection. In mass gatherings, the human body 
may be partially or fully occluded[149]. Face is the most visible part of 
body which gets captured in the images since cameras are fixed at a high 
altitude for better surveillance. For that the faces and heads are mostly 
used for estimation of the number of crowd using crowd counting 
methods. 

The crowd counting approaches can be classified into four main 
categories: detection-based methods, regression-based methods, density 
estimation-based methods, and convolutional neural networks based 
methods[150]. The first three categories are generally not compatible 
with the CNN-based method for crowd counting due to the poor accu-
racy and high computational cost [151]. We focus, in this section on the 
existing CNN-based methods. The use of a Convolutional Neural 
Network (CNN) improves the accuracy of the most computer vision 
fields. For Crowd counting most existing methods are CNN-based, where 
the generation of density maps and the estimation of the number of 
crowds are made with high accuracy [152,153] unlike the regression- 
based methods which simply extract the density information of pedes-
trians without finding the position of each person. 

In order to handle the previously quoted challenges especially the 
scale variations, many methods have been proposed. For example, the 
authors in [154] proposed Hierarchical Scale Recalibration Network 
(HSRNet) to recalibrate multiple scale-associated information and 
modeling rich contextual dependencies. In the same context, the authors 
in [155] proposed a fusion-based method for crowd counting named 
SRF-Net. To deal with scale variation in a complex scene the architecture 
proposed has two-stages: a band-pass stage and a rolling guidance stage. 
In order to adapt their model to a target scene and with the use of a few 
labeled frames, the authors in [156] proposed a method for model pa-
rameters learning for a fast adaptation to the target scene. The method 
based on VGG16 for features extraction followed by a density map 
estimator block, where images sequence is used for the training. 

Using deep learning architectures and some large-scale datasets, the 
estimation of crowd density becomes more accurate. However, the 
achievement of the precise number of crowds in complex scenes with 
different scales is still a challenging task. 

6.9. Person re-identification 

Across multiple cameras, person recognition and identification are 
important targets for many computer vision applications, especially 
monitoring systems [157]. The operation of recognition of a person from 
a set of images captured by several cameras is called person re- 
identification. The similarity measures can be the key to computing 
the matching between two or a set of images. However, the re- 
identification using video clips can be a problem for many 

Table 4 
Object tracking methods.  

Category Method Description 

Discriminative Kalal et al. (2012)  
[128]  

• Focus on finding a decision boundary 
to separate the tracked target from its 
surrounding background.  

• Performs better if the size of the 
training data sets is important. 

Generative Zhuang et al. (2014)  
[129]  

• To learn a visual model that 
represents the appearance of the 
tracked object and search for image 
regions which are the most similar to 
the tracked object  

• Obtains satisfactory results when the 
available data are insufficient 

Hybrid Cheng et al., (2015)  
[130] Zhong et al. 
(2014) [131]  

• Combines between discriminative 
and generative appearance models  

• Discriminative tracker is 
implemented to consider the overall 
information representing the object 
appearance [130]  

• A robust tracker based on sparse 
collaborative appearance model 
(SCAM), in which a sparse 
discriminative classifier (SDC) is 
developed using holistic templates to 
separate the tracked target’s 
appearance from the background 
[131]  
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applications [158]. For example, people tracking across multiple cam-
eras. The video sequences captured by different cameras should be 
analyzed in order to re-identification of the person and keep tracking 
him across all cameras in the surveilled areas. The sequential methods 
that use a list of features were not be enough for the re-identification of 
persons according to the many problems in this case including the dif-
ferences between the analyzed objects in terms of shape, colors, scales, 
and others [159]. Therefore, the use of a limited number of features 
cannot be enough for proper identification. With deep learning tech-
niques, the use of different and not limited features for learning becomes 
a good alternative for solving person re-identification problems. For 
that, and in order to train these methods, a large scale of data is required 
from multiple camera’s views [160]. In addition, using pre-processing 
techniques can help the performance of the learning model to improve 
[161]. 

In addition to appearances-based re-identification, Human identifi-
cation features, such as face and gait have been widely used for person 
re-identification across multiple cameras[162]. However, they require 
input images captured in a highly controlled environment with good 
quality imaging devices. Gait recognition, on the other hand, is a crucial 
person identification technique, which makes use of computer vision 
techniques combined with unrestricted use of specialized devices such 
as sensors, to identify humans through their gait pattern, or touring 
style. Human gait is generally observed to be a uniquely human char-
acteristic that is difficult to replicate or hide. Hence, it forms a critical 
bio-metric identification technique. For more details about person re- 
identification using gait recognition can be found in [163]. 

6.10. Video summarization 

The growth of video technologies has led to the creation of efficient 
tools to manipulate this type of data. Summarization aims to generate a 
short version of a video as a representation, using keyframes of impor-
tant subsequences. This summarization provides a rapid view of the 
information contained in a large video. It also provides a good evalua-
tion for users of the video and provides knowledge regarding the topic 
and the most important content in the video. Considering the informa-
tion contained in each video, many methods have been developed using 
several techniques. Each technique summarizes the video using a spe-
cific feature, such as trajectories, moving objects, abnormal detection, 
and many others. These categories of techniques can be classified into 
two general categories, scene-based (i.e., static [164], dynamic [165] 
and content-based approaches, and the content- based approaches can 
be further decomposed into three types related to the content of the 
video including motion-based [166], action-based [167] and event- 
based [168]. Video summarization is a short version of the longer 
video sequence. The static video summarization is a collection of frames 
(keyframes) selected from the original video. The proposed approaches 
extract the keyframes using many features. The video summarization 
can help video surveillance system to review just the useful sub-
sequences. But the purpose of the summarization is the key for best 
method selection. 

7. Discussion 

In Any video surveillance systems (VSS), there is two main compo-
nents: the architecture component, and the softwarization component. 
The first component or the external task of a VSS consists of the acqui-
sition and transmission of data until it is received in the main station for 
recording. All the proposed architectures represent the techniques of 
getting the data to the central station to be analyzed. These tasks are 
based on the signals processing and networking technologies. The dif-
ferences between all these architectures are related to the purpose of 
each system as well as type of device used. Each system can be built to 
cover a specific area (indoor or outdoor) and can play both roles. New 
technologies are used by some system to overcome the difficulties 

related to the environment that use this system. Among these technol-
ogies include Cloud computing, Fog computing, Edge computing and the 
internet of things. For example the storage of data using Cloud 
computing is used in [36,64,25,27] while the authors use fog computing 
in [24,26] and edge computing in [23,27]. The researchers try to solve 
many problems in VSS related to the environment based on whether the 
system will be used for a home or business, indoors or outdoors, also 
effecting which type of camera to be used. In Table 5 we represent some 
proposed architectures of video surveillance systems that exist in the 
literature. The descriptions of the advantages and the limitations of 
these systems are also quoted here. 

The second component of the video surveillance systems is the 
interpretation and the analyses of the received information. In order to 
analyze the data, there are many tasks according to the surveillance 
purpose, such as motion detection, tracking behavior analysis, objects 
classification people and vehicle counting and many others. For all these 
goals, the data recorded from a fixed or moving camera, installed in 
public or private area, before being analyzed. In addition to the video 
surveillance architectures that is summarized in Table 5, we describe 
here the analysis tasks. These analyses can be grouped into three cate-
gories based on the correspondence between them and the degree of 
complexity. Foreground detection, objects classification and feature 
extraction are used for moving object detection while the camera cali-
bration is classified as a low-level tasks. These tasks can be applied and 
extracted from each camera. The results of these processes can be used 
by other tasks that are considered as mid-level tasks. These tasks are 
more complicated and can be extracted using more than one camera. 
The information obtained by the multi-cameras are exploited to track an 
object while its moving in between scenes covered by many cameras. In 
addition to object tracking, several tasks that important for surveillance 
include moving objects detection and classification, and faces recogni-
tion. In addition, the audio analyses can provide a good support in many 
situations. The use of multi-camera-based analyses can increase the 
effectiveness of a video surveillance system. The most complicated an-
alyses and the important ones that provide a good understanding and 
interpretation of any surveillance system are: behavior detection and 
recognition, event and anomaly analysis, video and activity summari-
zation. In addition, there are some tasks related to the camera such as 
control of the camera (moving and zooming it). The efficiency of each 
one of these analyses represents an important parameter in the robust-
ness of a video surveillance system. Table 6 we represent a summary of 
these analyses. 

8. Future trends of video surveillance systems 

The researchers proposed many works related to the automatic video 
surveillance systems in the last 20 years. They tried to handle the most 
challenging issues related to the architecture of these systems as well as 
their functionalities. Studies have been conducted on many video sur-
veillance tasks especially the ones required to ensure security. Among 
these tasks are object recognition, object classification, moving object 
detection and tracking. Many proposed approaches and algorithms have 
succeeded to solve many problems and provide acceptable and effective 
results. Now, the work is still in progress and many tasks need further 
improvement. Among video surveillance systems difficulties there is two 
that are common with all systems namely, the false alarm and the 
environment changes. A false alarm in a video surveillance system can 
cause problems in the sector, sensible to any failure of the system and for 
such reason; video surveillance systems usually disable the automatic 
alarm option. On the other hand, the environment change can produce a 
failure in the system, especially unexpected weather changes. 

In order to handle the before mentioned limitations, some of the 
algorithms of video surveillance systems need to be improved by 
increasing their robustness and accuracy. In this context, researchers are 
addressing new topics to align with the emerging technologies like IoT, 
augmented virtual reality, Fog computing, and smart compression, etc. 
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Fig. 12 represents all these technologies that can be the sources of 
development of the video surveillance systems in the future. Each 
technology will be described in detail. 

8.1. Smart Compression for Video Surveillance 

In current video surveillance systems, the data captured by cameras 
are transmitted via wireless channels. The output of each camera en-
codes videos using a standard video coding such as JPEG200, JPEG, 
MPEG, MJPEG and H.26x. Several techniques have been developed to 
adapt video coding with the transmission process [173–175]. To mini-
mize the exchanged data, several compression algorithms have been 
proposed to improve the transmission and reduce the cost in term of data 
size and transmission time. 

Table 5 
Existing architectures of video surveillance systems.  

System Environment Sensors Technology used Advantages Limitations 

[36] Outdoor Simple camera Cloud Computing Pre-processing before transmission using 
video structural description (VSD). Semantic 
enhanced cloud. 

Not effective to real-time react 

[38] Outdoor, 
Woods 

360-degree 
Omnidirectional 
Camera 

Quasi-connected 
components(QCC) 

Detects and track objects in the woods Small field of view. Coverage limited by the trees 

[14,15] Outdoor, 
Indoor 

PTZ camera Audio 
sensor 

Remote human 
signature 

Video and audio analysis to detect threats 
based on human signature detection 

Sensitive to environmental noises and noise 
caused by sensors moving 

[19] Outdoor, 
Indoor 

WIFI Camera WiMAX, Hybrid 
WIFI-WiMAX 
(HWW) 

Give a remote transmission of the data even if 
the camera located up to many kilometers to 
the station 

Limited by the wireless mesh WiMAX networks 
and the antenna alignment with the base station. 

[23] Outdoor IP Camera - An unfixed system can be us flexible portable 
factures. Useful in many situations to ensure 
security 

Transmission of data when the network is 
unstable 

[24,26,169] Outdoor, 
Highways 

Smart Camera Fog computing, 
Drones 

Mobile surveillance using drones. Computing 
tasks accomplished directly at the edge of the 
network and is characterized as low latency 
and real-time computing 

One drone to track one object. Expensive system. 

[25,171] Outdoor, 
Indoor 

IP Camera Cloud computing Using Cloud computing the system can be 
effective for the processing of big data 

Communication time cannot be useful for critical 
mission that need immediate decision and in real- 
time analyses. 

[27,28] Outdoor Smart Camera Cloud computing, 
Edges computing 

Eliminate useless data for transmission in the 
goal to save edges device energy. Also, 
reduce the amount of data and energy when 
transmitting. 

Just focused to the failures in the system. Video 
transmitted between cameras (edges nodes) and 
the cloud using clips (other than the original 
ones) can provide loss of data 

[29] Outdoor, 
Indoor 

IP Camera PTZ 
Camera 

Video 
homographic 

Help to know all possible situation in a 
monitored area and can help to predict most 
even that can happened in the scene 

Choice of technical parameters, related to each 
scene, depend to the environmental 
characteristics and used devices  

Table 6 
Description of analysis of each video surveillance system.  

System Tasks Sensors Targets 

[3] Moving objects detection and 
tracking 

Cameras Any 
object 

[36] Detection, tracking behavior 
analysis, event analysis, vehicle 
classification 

Cameras Person, 
vehicles 

[38] Detection, tracking, classification 
360-degree omnidirectional 

cameras Any 
objects 

[44] Tracking, 3D reconstruction Stereo cameras Any 
objects 

[32] Tracking, multi-camera calibration Multi-cameras 
cooperation 

Any 
objects 

[64] Crowd detection, people counting, 
predict city events, behavior 
simulation 

Cameras Any 
objects 

[66] Vehicle speed measurement, 
camera calibration 

Cameras Vehicles 

[91,13] Rail way tunnels surveillance, 
camera calibration, Cyclists in 
streets and roundabouts, behavior 
analysis 

Cameras Vehicles 

[14,15] Motion detection, voice-based 
detection, human signature 
detection 

PTZ cameras, 
audio sensors 

Any 
objects 

[24] Vehicle tracking Drone cameras vehicles 
[26,28] Object detection and tracking, video 

compression, violation recognition 
Cameras Any 

objects 
[29] Multi-video fusion, detection, 

tracking, camera calibration 
Cameras Any 

objects 
[111] Objects detection and tracking, 

event detection, illumination 
changes detection 

Cameras Any 
objects 

[115,116] Suicide pose estimation, motion 
extraction 

Cameras Person 

[172] Drone detection Cameras, Radio 
sensors 

Drones  

Fig. 12. Future trends of video surveillance systems.  

O. Elharrouss et al.                                                                                                                                                                                                                             



Journal of Visual Communication and Image Representation 77 (2021) 103116

15

One way is to use smart compression to optimize video transmission 
and storage based on retention value [173]. Traditionally, the primary 
variables at a customers disposal are frame rates and resolution, but with 
new, smarter compression algorithms designed specifically for the video 
surveillance systems, security users now have more options for selective 
transmission and storage of video footage. 

H.264 and H.265 compression standards were designed for con-
sumer electronics and the film industry and took an all or nothing 
approach to compression[174]. H.264 is the de facto standard in video 
surveillance today, with H.265 being adopted over the next few years 
depending on products, computing power and patent circumstances. 
New security compression technology, on the other hand, dynamically 
allocates regions of interest depending on activity in the cameras field of 
view. The part of the video frame containing interesting details is 
recorded in full image quality and resolution, while areas containing no 
forensic value are filtered out [175]. This ensures that important details 
like faces, tattoos or license plates are isolated and preserved, while 
irrelevant areas such as white walls, lawns and vegetation are sacrificed 
using smoothing. The result of this is an optimal use of available 
bandwidth and storage which leads to significant savings. Depending on 
video resolution, frame rate and scene activity it can cut bandwidth and 
storage requirements by half or more for most surveillance applications. 

8.2. Cloud and Fog computing 

Video surveillance produces millions of data (big data). The analytics 
and recording of this data represents a critical problem in term of cost 
and access to this data [176]. Cloud computing is a good solution for Big 
data management. Yet, such a technique has its own limitations when it 
comes to communication time between edges and servers, and where the 
connection is not always guaranteed. With the development of internet 
and high-speed data transmission, cloud computing will support the 
improvement of video surveillance systems in terms of real-time analysis 
and alert mechanisms. With the improvement of compression, video 
transmission between servers and edges will be in real-time and for a 
minimal cost. 

The cloud technology can, in turn, be supported and extended by Fog 
computing [177]. Fog computing is a technique to do the computational 
tasks on-site [172]. In order to facilitate the processing of data in real- 
time, all edges devices in the network can do the computation within 
the so-called Fog nodes. With the fog nodes being close to producers and 
customers, real-time processing is made possible. Fog nodes also reduce 
and filter meaningless data before it is sent to cloud centers. 

8.3. Drone-based systems 

Nowadays, mobile robots are attractive solution to many applica-
tions. In video surveillance systems, the robots are used to monitor the 
crowd, supervise moving objects and track them. Robots can be the 
future trend of video surveillance systems. An example of the robots 
used to monitor the areas are drones [27,178]. Drones can be used as a 
good alternative for surveillance systems, in urban areas which are not 
covered by cameras. The drone is considered as a camera sensor in the 
sky monitoring a given area of interests. The captured data is sent to the 
central stations, analyzed by the nodes. Data analysis is then used to 
trigger reaction to any possible event [169]. For traffic monitoring, 
drones can be used to control a precise scene (highways streets not 
covered by cameras) and provide a real-time tracking of any spending 
vehicles. In addition, drones can be used to track the fugitives and 
oversee the borders. 

There is much data about the target that can be used to extract in-
formation and efficiently support the robot in its many tasks. Monitoring 
objects are characterized by different features like object type and 
mobility [170]. An object type can be cars, animals or humans. The type 
of the object that can determine the effectiveness of the robot is the 
analytics of data. There are objects from which we can easily extract 

information, like vehicles. On the other hand, there are non-cooperative 
targets that can hide from the observation (human), if they see the 
observer (robot). So, with smart sensors we can observe and track any 
type of objects. Another characteristic of an object is mobility. The 
mobility is related to the environment and the capability of the object. In 
the same area, a drone camera (using developed algorithms) can track 
many objects independently to their speed. 

8.4. Augmented and virtual reality 

Analyzing, predicting and reacting to any event are the most 
important tasks of real-time-based systems in a monitored area. Devel-
oping virtual realities can help surveillance operator to know all possible 
situations on a monitored scene and also react and predict events that 
are most likely to happen. In addition, it is a good addition to monitor 
complex areas which often represent a challenge to the surveillance 
process. 

The increase of video sensors makes the latter difficult to manage, 
especially with multiple surveilled scenes. Accumulating knowledge of 
the surveilled areas using augmented reality by adding intelligent layers 
makes the work of the monitoring operators easier. 3D reconstruction 
algorithms with virtual reality can reduce the complexity of these tasks. 
It also gives to the users a general view and the possibility of working 
through certain features. All these techniques can support the surveil-
lance systems to envisage many possible scenarios. 

8.5. Internet of thing for video surveillance systems 

The Internet of thing (IoT) has been the center of connected devices. 
IoT and many other technologies are having an interesting impact on 
security and surveillance[171]. For security, IoT-based applications 
provides easy installation and maintenance, with the purpose to respond 
to users needs. Using a system based on IoT, the unrelated devices can be 
incorporated into the global system [179]. In order to ensure a good 
surveillance with minimum failures, the most important thing is the 
manner of integration of these components to handle the critical issues. 
IoT can ensure a good and effective management of all devices in the 
surveilled area such as Cameras, smoke detectors and audio sensors. To 
maximize the robustness of a system using internet of things, it is 
important to know and understand how to make all devices work 
together efficiently in-order to solve encountered challenges and to 
deliver a long-term solution. The connectivity between components, 
which are remotely monitored, will allow the operator a complete vision 
of all locations. In the future, internet of things will make the possibility 
of all devices, especially cameras to think and decide on their own. For 
example, a camera detecting a person can alert and decide the next 
camera to cover this person. Further, network cameras can be used to 
cooperate to replace a broken camera. 

8.6. Analytics 

The video surveillance systems are composed of two principal parts: 
the IoT device and the analytics technology. We can consider devices as 
the eyes of the system and the analytics as the brain. The trends of all 
video surveillance systems are to go from just monitoring to the ability 
to analyze and make decisions [169,179]. When the analytics are 
effective, the automated systems are able to not just support the oper-
ators but also to decide for them. As we see the development of smarter 
cameras and different types of sensors integrated into them, there’s been 
a movement towards in-band analytics. This confluence of factors lays 
the foundation for Surveillance-as-a-Service. Smaller deployments will 
be aggregated into this service model. For example, commercial cam-
puses can centralize surveillance services if they use smart cameras with 
in-band analytics with other sensors in order to automate functions that 
may usually take multiple personnel to do. This will enable a more 
proactive approach to surveillance and bridge the gap between a 
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prosecution model to a more preventative system. 

9. Conclusion 

Security and monitoring systems are increasingly being deployed to 
control and prevent abnormal events especially in situational awareness 
applications, to ensure public security. The need of a system to ensure a 
good management and control of all life part in the society is also 
necessary. The main interest of these system is to simplify people’s lives 
and make it automatically monitored and more secured. These systems 
have seen an exponential improvement during the past 20 years but it 
still is not able to cover all the needs. In this paper, a general review of 
video surveillance systems with a presentation of existing VSS is pro-
vided. We started with a detailed presentation of the current surveil-
lance systems and a study of their evolution. After that, a description of 
video surveillance types has been made using different cameras. In 
addition, different components of a system are discussed regarding the 
architectures and the analyses in each system. The comparison of 
existing systems is presented. In this comparison we attempt to collect 
the architecture of different proposed systems also a comparison of 
functionalities and the analyses provided by each system are presented. 
As a final section of this review, a set of future trends of video surveil-
lance systems was presented. 
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